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1 Introduction

MCXA14 and MCXA15 microcontrollers, featuring an Arm Cortex-M33 core, operate at speeds of up to 96

MHz with high levels of integration and analog. They address a wide range of applications with scalable device
options. The low-power and intelligent peripherals include timers that generate three complementary PWM pairs
with deadband insertion, 16-bit ADC with hardware windowing and averaging features. The innovative power
architecture is designed to support high utilization of 1/0Os and power efficiency with a simple supply circuit in a
smaller footprint.

MCXA14 and MCXA15 contain ROM and extended bootloader, but does not support secure boot, therefore, this
document uses MCUboot to implement the secure boot function.

MCUboot is a secure bootloader for 32-bits microcontrollers. MCUboot defines a common infrastructure for the
bootloader and the system flash layout on microcontroller systems. It also provides a secure bootloader that
enables easy software upgrade.

To achieve secure boot, use secure features (MBC, GLIKEY, UUID, Code Watchdog, and so on) and ROP
mechanisms in MCX A, based on the open source MCUboot.

1.1 MCUboot

MCUboot is an open source project with Apache-2.0 license.

MCUXpresso SDK for MCXA14x/A15x supports MCUboot with secure boot and an example application is
provided to demonstrate the OTA process.

MCUboot supports either swap-based or overwrite-based image upgrades. The overwrite upgrade strategy is
substantially simpler to implement than the image swapping strategy. It does not require an extra area (scratch
area or extra sector for swapping). The MCXA14x/A15x features a small flash/memory footprint prompting the
SDK to choose the overwrite upgrade strategy as the default approach.

For more information on the top-level design of MCUboot, see mcuboot.

This document is based on the MCUboot and OTA application inside the MCUXpresso SDK for MCXA14x/A15x.
The software in this document adds the hardware security features of the MCX A to the SDK MCUboot example
and uses the SDK original OTA example.

1.2 MCXA14x/A15x security features

MCXA14x/A15x offers a range of basic security features and secure boot can benefit from these features as
follows:

* Memory block checker (MBC): In the example, the bootloader (MCUboot) configures the MBC to hide itself
and configures the permissions for the rest of the flash.

* GLIKEY: GLIKEY provides state machine protection for writing of security-sensitive registers, which helps
protect the registers from accidental or malicious modification and glitching.

* Code Watchdog (CDOG): In the example, the application (OTA example) uses CDOG to protect the debug
unlock function.

» Read-out protection (ROP): ROP allows the users to enable different levels of protection in the system.

* UUID: 128-bit universal unique identifier (UUID).

The following sections briefly describe these features. For detailed information, see the Reference Manual, and
the accompanying example source code.
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1.2.1 Memory block checker

For MCXA14x/15x main flash, MBC implements access controls for on-chip flash based on a fixed-sized block
format. The block size is 8 kB. MBC provides hardware access control for system bus references targeted at
on-chip memory spaces.

To control the read/write/execute/lock access to the flash block, apply the functionality of MBC. Therefore, flash
can be divided into different partitions with different permissions.

Flash

Hidden

Read/write/execute

Read/write

aaa-058575

Figure 1. Example of MBC configuration

Figure 1 is an example of MBC configuration. In this example:

A portion of the flash is configured to be "Hidden", that is, not allowed to be read, written, or executed.

* A portion of the flash is configured as "Read/write/execute”, that is, read/write and execution are allowed.

* A portion of the flash is configured as "Read/write", that is, read/write is allowed, however, execution is not
allowed.

1.2.2 GLIKEY

GLIKEY controls the write enables and resets for the security-sensitive registers through FSM. Software has to
follow a strict procedure to enable the write access and resets for security-sensitive registers.

* |t provides integrity protection of security-sensitive registers during write and at rest against power glitch
attacks.

* It provides integrity protection of security-sensitive registers at rest against privilege escalation.

* GLIKEY also supports error management with dedicated interrupt and dedicated integrity protection.

CPU, Write - Security-sensitive
DMA, registers
etc. Reset
GLIKEY aaa-058576
Figure 2. GLIKEY
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1.2.3 Code Watchdog

CDOG helps protect the integrity of software by detecting unexpected changes (faults) in code execution flow.
This module can be configured to reset or interrupt the processor core when it detects a fault.

F=———==—=== "
Processor core |—=Xecute I Software I_Conflgure , CDOG
| I service fault detection
b ————

f

Reset or interrupt (or nothing)
aaa-058577

Figure 3. CDOG overview

CDOG includes the following code flow and data integrity checking:

 Faults and flags are configurable to generate a system reset, interrupts, or nothing
» Counters for statistics on code behavior patterns for fault types

CDOG provides the following two primary mechanisms for detecting low-cost fault attacks and the execution of
unexpected instruction sequences:

1. Secure counter: It is a 32-bit accumulator that holds a dynamically changing value that can periodically
be evaluated to determine if a program is executing as expected. If a mismatch is detected, a fault is
generated.

2. Instruction timer (INSTRUCTION_TIMER): It is a 32-bit countdown timer that an application uses to set the
number of instructions that software expects to execute. The instruction timer counts off the instructions as
they are executed (clocks). If the number is exhausted before the CDOG is serviced, a fault is generated.

eboe i
i I I k
! Control I Il Fault !
: and : : Code flow check : : and :
| command 11 11 flag generation |
I Il Il I
| + + |
I I Il I
| D | INSTRUCTION_TIMERl b STATUS !
Register interface «L»| Il [ STATUS2 L » Interrupts

: | Command registers | : : | Secure counter | : : _:_> Resets
I Il Il REACS I
I I Il I
| T L |
fmmm s bt ot ? aaa-058578

Figure 4. Block diagram of CDOG

1.2.4 Read-out protection

MCXA14x/A15x supports the life cycle states given in Table 1.

Table 1. Life cycle states

Life cycle Life cycle type Description

Develop Customer Initial customer development state after leaving NXP manufacturing

In-field ROP1/ROP2 Customer In-field application state with ROP protection

In-field ROP3 Customer In-field application state with ROP protection and prevents use of field

return
Bricked End-of-life Bricked state to prevent device use

Based on this information, it supports four levels of ROP, also called ROP_STATE.
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This ROP is a mechanism that allows the user to enable different levels of protection in the system. It is a 32-bit
field stored in IFRO. Customers can program it.

Figure 5 shows the different debug permissions, ISP commands, and SWD DM-AP commands supported under
different life cycles.

ISP commands: SWD DM-AP commands:

T e R = 1 R e e I e S 1

|  ReadMemory | | - Start debug session |

|« WriteMemory | |« Write_Flash_Word |

|« FlashEraseRegion | | «Read_Flash_Word |

|« Execute | | «Erase_One_Sector |

I;'_,.___________:______:::::::::_______________________,_'; | | . Start DM-AP |

I\ <! GetProperty bl ettt

| 1 *| FlashEraseAll, (user flash and IFRO sector 0) ! i | Iy e Get_ROP_Level : i

I .\ Reset I | | | *1 Bulk erase, (user flash and IFRO sector 0) T |

W === =-------ooooooooooooooooA | I1 <1 Exit DM-AP ol

e e e e e e — — - 1! | (I |
! 1 Set_FA_Mode [ I

. Enter_ISP_Mode : |

[ttty ettty ety |

ROPO: Debug is enabled, support all ISP and SWD DM-AP command. {___ 1

ROP1: Debug is disabled, but can be enabled by user application code. i~~~ "1

ROP2: Debug is disabled. { ___ 1

ROP3: Debug is disabled, ISP and DM-AP commands are NOT supported. aaa-058579

Figure 5. ROP debug/ISP/SWD DM-AP

1.2.5 Universal unique identifier

MCX A devices support a 128-bit UUID per device in accordance with IETF's RFC4122 version 5 specification.
In this example, the UUID is used for managing debugging permissions, see Section 2.3.1.

Note: On the early FRDM-MCXA153 boards featuring early engineering chips, the first line of the package
marking begins with "PMCXA". The UUID of all these chips is OxFF(“FFFF....FF’). In contrast, officially ordered
chips have package markings starting with "MCXA" and contain the correct UUID, eliminating this issue.

2 MCXA14x/A15x secure boot based on MCUboot

This chapter introduces the overall boot flow, architecture, and the hardware functions of the MCX A series used
by the MCUboot.

2.1 MCX A14x/A15x boot flow

After any reset, including POR reset and warm reset sequence, the CPU always runs to boot ROM. The main
functions of the ROM are as follows:

* Check life cycle

* Process mailbox request through debug access port

Configure the GLIKEY and MBC

* Run image integrity check based on wake-up source

» Before exiting to extended bootloader (on IFRO), hides critical sections
* ROM provides a flash driver API to the user

Then, the ROM jumps to the extended bootloader. The extended bootloader is the secondary bootloader,
which is located in IFRO, sector 1 ~ 3, total 24 kB, and provisioned during the NXP manufacturing process. It
checks the configuration, enables the booting interfaces, performs ISP command following the NXP bootloader
protocol, and other tasks.
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Ext-bootloader — MCUboot
BOOT
—
MCUboot
(user flash)

MCUboot — Application

Extended bootloader
(IFRO)

ROM — Ext-bootloader

User application
(user flash)

ROM

_/

RESET aaa-058581

Figure 6. Boot flow

Extended bootloader jumps to user flash after execution, however, in this example, it jumps to MCUboot. If the
application and the signature are valid, MCUboot jumps to the application.

2.2 Software architecture

The software package contains two MCUXpresso IDE projects:

* frdmmcxal53 mcuboot opensource: Itis the bootloader based on MCUboot, and must be downloaded to
the "MCUboot" region shown in Figure 7.

* frdmmcxal53 ota mcuboot basic: Itis an example of an application that provides several commands
used to demonstrate the OTA abilities. It must be downloaded to the "Primary slot" region shown in Figure 7.

Figure 7 shows the flash layout of the example:

* The MCUboot region is used to store MCUboot.

* The primary slot is used to store the application.

* The secondary slot is used to store the upgrade firmware during the upgrade.
* The optional user data region is used to store parameters and other data.
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Flash
0x0

MCUboot

0x00006000

Primary slot
(application)

0x00012000

Secondary slot

0x0001e000
Optional user data

0x00020000
aaa-058580

Figure 7. Flash layout

2.3 Life cycle and ROP

In this example, the chip must be set to In-field ROP1. Under In-field ROP1, ISP commands and DM-AP
commands are limited, and the ROM disables the debug after booting. Therefore, the contents of the flash
cannot be read via ISP or SWD. This example enables the debug when the password is passed in the
application.

Note: In practice, the level of ROP protection can be adjusted as needed. For higher security requirements,
ROP2 or ROP3 can be used.

2.3.1 Debug control

Under In-field ROP1, the debug is disabled by default. DEBUG_FEATURES/DEBUG_FEATURES_DP and
SWD_ACCESS_CPUQ in SYSCON can be used to re-enable the debug.

In this example, the application project provides a command to re-enable the debug. For details, see
shellCmd swdin frdmmcxal53 ota mcuboot basic/source/ota mcuboot basic.c.

This command uses the UUID of the chip as the password to enable the debug.

Warning: As UUID can be obtained through ISP command Get Property under In-field ROP1, do not use it
as a password in the real product. Use other confidential information such as the unique serial number of the
product defined by the OEM.

Warning: To avoid storing the unlocked password as plaintext on the device, the HASH of the password must
be stored. During runtime, the HASH of the entered password is calculated and compared with the stored
HASH to verify its authenticity.

The registers related to debug control are protected by GLIKEY. For information on how to operate the GLIKEY
to modify these registers, see the source code.

This command also uses CDOG for protecting code execution flow and data integrity.

Note: In this example, only shellCmd swd command is protected by CDOG. The protection capabilities
provided by CDOG can be extended to other functions, such as checking of signed images in MCUboot as
required.
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2.4 Flash access control capability

Take advantage of the flash access control capability provided by MBC to implement an immutable bootloader.

In this example, FLASH_ACL_x_x fields in IFRO/CMPA are configured to provide the flash access permission to
read/execute, after booting from ROM/extended bootloader. Then, MCUboot configures the other flash regions
and hide itself to read/write for OTA demonstration. After verifying the application, MCUboot hides itself and lock
the configuration before jumping to the application.

Note: Lock means until reset, its permission cannot be modified.

Figure 8 shows the configuration flow.

Flash Flash
Jumpto_—» MCUboot } RX MCUboot } Hidden + lock
MCUboot
Primgry _slot RW Primgry _slot RX
Boot (application) J (application)
Jump to
Secondary slot application Secondary slot
RW RW
Optional user data Optional user data
R : Read
W : Write
X : Execute 288-058582

Figure 8. Flash access control

The flash region, which stores MCUboot, has no write access during the entire execution period. Therefore, it
can be assumed that the MCUboot flash region is immutable.

3 Demonstration

This chapter demonstrates how to provision the chip and use the accompanying software package.

3.1 Prerequisite

It is assumed that the user is aware of the basic operation of the MCUXpresso IDE and FRDM development
board, see Getting Started with FRDM-MCXA153.

3.1.1 Hardware and software requirements
Table 2 describes the hardware and software requirements for using the software pack.

Table 2. Hardware and software details

Category Description

Hardware ¢ NXP FRDM-MCXA153 board shown in Figure 9
* Type-C cable
* Personal computer

— Use a USB cable to establish a connection between the
FRDM-MCXA153 board and the computer.

e J15is an onboard-debugger USB port of MCU-Link.
e J8is FS USB port of MCXA153 and is used for USB ISP
communication.
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Table 2. Hardware and software details...continued
Category Description

Software ¢ AN14525.zip folder:
— frdmmcxal53 mcuboot opensource

— frdmmcxal53 ota mcuboot basic
— Secure Provisioning Tool workspace
¢ MCUXpresso IDE 11.10.0 or later
* MCUXpresso Secure Provisioning Tool V9 or later

Nxa (?RDM MCXA153 v, 3

ACTIVE 18 /

1 & EEE" " m au L JSL |
= RH S .

‘_J" naxé—-_i.ﬂn __"Rl" EJ Oj&

az..... '“' -,U-EH’“"’ ’[:-4— 3
_: F 26
-lo R
; = O3 »3
i} B L
Steali ) " i3

Figure 9. FRDM-MCXA153

3.2 Step-by-step implementation

To implement the method of this document, perform the following steps:

1. Import and compile MCUXpresso IDE projects:
To generate the firmware, import the frdmmcxal53 mcuboot opensource and
frdmmcxal53 ota mcuboot basic projects to the MCUXpresso IDE, and then compile the projects.

2. Provision the device, sign the application, and program the firmware (MCUboot (bootloader) and signed
application):
MCUXpresso Secure Provisioning Tool is used to provision the device, for example, the flash access control
in IFRO/CMPA. Also, the software facilitates the generation of MCUboot signed images.
The provisioning process and downloading MCUboot and signed application image can be completed in a
single step.
a. Open MCUXpresso Secure Provisioning Tool and select the workspace, as shown in Figure 10.
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B8 McUxpresso Secure Provisioning Tool version 9.0 - oll el B e | . T - =] X
File £iftget Tools Help
New Workspace ... CtileN  |Onchip flash | | LC:[ OEM Closed | | Dbg:| pyocD
Import Manufacturing nazky
Select Workspace ... [ —
s I T PSR SRR || tove. | | [V seild feeee
Recent Workspaces e mm_ oo __m___=__m_m____uwco____=_u_FW
ST Ei Application image; XIP: yes ' Additional images GanebeA e
Explore Workspace ... = b i
Open Terminal el A le———p || Browse..
Preferences QP [T |(U dual image buet
Exit Alt+F4
Build scr
Log Detach
Figure 10. Select the workspace

b. Select the frdmmcxal53 mcuboot opensource.axf (generated by compiling the
frdmmcxal53 mcuboot opensource project) as the source executable image.

File Torget Tools Help
MCXA153  via | USB | | Boot | Plain + from | Onchip flash | | LC:| OEM Closed | | Dbg:| PyoCD

 Buildimage % Write image %

Source executable image: [=k . e AR e emal e Belirdmmoxa 153 meube © | [ Browse.. [V Duild image

Start address: 8 select Source image Generated files:
A« frdmmoxalsim.. > Debug > v O | search build inage win bat
[] Use custom output file path:
Organize v New folder =<
Versions: ~
~ Name Status

s Quick access les
/' CMPA configuration bootutil Update files

°
% Documents * component °
oo 2 [ . e
&=| Pictures * drivers ] build win bat
Works * flash °
source_images * mbedtls-asnl °
secure_provisioning_sl # S ©
ota_images » :“’"“p . :
inyc
AN uhlymreysp
[ Desktop | frdmmexal53_mecuboot_opensource.axf A?
RM 0 frdmmcxal53_mcuboot_opensourcebin @
RM ol
Log Detach
File name: | frdmmcxa153_mcuboot_opensource | | All Source image (*.axf;".bin;".e v
F TR pomsen "
s e L N g |

Figure 11. Select the source executable image
c. Open the MCUboot configuration window.

. MCUXpresso Secﬁovisioning Tool version 9.0 u |
File Target Tools Help
MCXA153 v Manufacturing Tool Ctrl+M nchip flash | | LC: OEM Closed | | Dbg:| PyO(

" Build imz Flash Programmer Ctrl+R
SB Editor Ctrl+E -
S - P— M —
OUrCe exec Mcu 3 Sign| "

Start address: 0x 00000000 Export Key .. h image; XIP: yes

[[] Use custom output file path: | bootable_images\frdmmcxal53_mcuboot_opensource.bin

Versions: Image version: |:| " Dual image boot

" CMPA configuration

Figure 12. Open the MCUboot configuration window
d. Select the input image and the key. Select frdmmcxal53 ota mcuboot basic.axf
as "Input Image", it is the application for this demo and generated by compiling the
frdmmcxal53 ota mcuboot basic project. Select sign-ecdsa-p256-priv.pem, which is inside
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the frdmmcxal53 mcuboot opensource project as the "Signing priv.key". Then, click Sign to sign
the application image.

The signature is in accordance with the MCUboot specification. For further details, see mcuboot.

Note: The keys in the attached project and workspace are for demonstration purposes only, do not use
these keys for real project.

Sign MCUboot Application Image

X
Sign

inputimage: | “anfi gl g el

Outputimage: | bootable_images\frdmmecxal53_ota_meuboot_basic_signed.bin

Signing priv.key: ‘ == o - m o m

= frdmmcxal53_mcuboot_opensource\keys\sign-ecdsa-p256-privpem v | | Browse

imgtool arguments R
Argument Value ~

version 10

header-size 0200
pad-header

slot-size 0xC000
align 1

pad

confirm

Sign

Workspace (re-)configuration
(Re-)Create pre-build signing script

[ASet additional image: | Image 1
Sot tarnet addrace:

Figure 13. SEC MCUboot configuration

e. To check the CMPA, click the CMPA configuration button, as shown in Figure 14. The flash access
control and ROP configuration must be as shown in Figure 15.

B8 MCUXpresso Secure Provisioning Tool version 9.0.1 -

sec_workspace
File Target Tools Help

MCXA153 | via USB | Boot Plain ~ from | Onchip flash | | LC: OEM Closed

Dbg:| PyOCD

 Buildimage  Write image

Source executable image: \ frammexa1s3 meube v || Browse..
Start address: Application image; XIP: yes «  Additional images
[ Use custom output file path: | bootable_images\frdmmoxa153_mcuboot_opensource.bin || Browse...
Versions: Image version: | 0  Dudl inage boot

/' CMPA configuration

Figure 14. Click CMPA configuration
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Tree controls

' Status: No probl

[J Advanced mode

Figure 15. CMPA configuration

Y ShowAll v || Q Search ‘ a

Field name Offset Current value Required value  Default value
ISP_UART_CFG 0x0010 Unknown *0 0
ISP_12C_CFG 0x0014 Unknown *0 0
Reserved 0x00018 0x0018 Reserved *Reserved Reserved
ISP_SPI_CFGO 0x001C Unknown *0 0
ISP_SPI_CFG1 0x0020 Unknown *0 0
ISP_USB_ID 0x0024 Unknown *0 0
ISP_USB_CFG 0x0028 Unknown *0 0
ISP_MISC_CFG 0x002C Unknown *0 0
Reserved 0x00030 00030 Reserved *Reserved Reserved
Reserved 0x00034 0x0034 Reserved *Reserved Reserved
Reserved 0x00038 0x0038 Reserved *Reserved Reserved
Reserved 0x0003C 0x003C Reserved *Reserved Reserved

[=I- Flash access control
FLASH_ACL_ 0.7 0x0040 Unknown 0x44444444
FLASH_ACL_8_15 0x0044 Unknown 0x00000000 044444444

[#- Reserved 00048-0005C

[# Quick GPIO Configurat...

(& Reserved 00080-0008C

[=1- Read Out Protection
ROP_STATE 0x0090 Unknown OxFFFFFFFF
Reserved 0x00094 0x0094 Reserved *Reserved Reserved
Reserved 0x00098 0x0098 Reserved "Reserved Reserved
Reserved 0x0009C 0x009C Reserved *Reserved Reserved
ROP_STATE_DP Ox00AD Unknown OxFFFFFFFF

em was found.

Write  Generate script

Read

f. Select the signed binary file of the application. To check the configuration, click the Additional images,

B MCUXpresso Secure Provis

File Torget Tools Help

 Buildimage 3/ Writeimage
Source executable image:

Start address:

MCXA153 via USB | Boot Plain

and then click Build image, as shown in Figure 16.

v from Onchip flash | LC: OEMClosed | Dbg: PyOCD

e

- gl

Application image; XIP: yes

\frdmmoxa1s3_mcubc | | Browse..

~  Additional i

[[J Use custom output file path:
Versions:

+ CMPA configuration

Additional User/OEM/Data Images

Type Image binary path Target address

Image 1 [Generalimage] bootable i _ota_mcuboot_basic_signed.bin | 0x00006000
Image 2 Disabled
Image 3 Disabled
Image 4 Disabled
Image 5 Disabled
Image 6 Disabled
Image 7 Disabled
Boot image 0 | General image | source.i 153_meuboot_ bi
Boot image 1 Disabled source_images\frdmmexa153_mcuboot_opensource.bin
oK Cancel

X

L4

Figure 16. Build image

a

4

V Build image

Generated files:
build imsge win bat

Update files

Build script hooks:
pre build win bat
build win bat

g. Use a USB cable to connect the J8 USB port to the PC. Hold the ISP button (SW2) and press the reset
button (SW1). To make the chip enter ISP mode, release the reset button (SW1) first, then the ISP

button (SW2).

Click Write image to write the CMPA, MCUboot (bootloader), and signed application together.
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B MCUXpresso Secure Provisioning Tool version 9.0.1 = -
File Target Tools Help
MCXA153 | via | USB | | Boot | Plain +|from | Onchip flash | | LC: | OEM Closed | | Dbg:| PyoCD
 Buildimage ¥ Wite ymageéf
Bootable image to be written
[A Use built image

T - - [a] X

YV write image

“write image win.bat

Image path: | bootable_images\frdmmcxal53_mcuboot_opensource.bin

Additional required files

Title Path Description

|| Browse..
Write script hooks:
write win bat

CMPA (bin) configs\cmpa.bin Customer
write parameters (json)  configs\write_parameters.json

Advanced
Create manufacturing package ..

Figure 17. Write image

Parameters needed in write and fuses to be burnt by write script (or shadow registers)

ecured image

h. Reset the board, using terminal software (for example, PuTTy) to check the UART log as shown in

Figure 18. It supports several commands.

* mem command can be used to check if the flash region has stored MCUboot as "hidden" as expected

or not.

* As the life cycle is set to In-field ROP1, the debug is disabled by default. The swd command can be

used to re-enable the debug features.

After unlocking, do not reset the chip to avoid the debugging port being disabled after the reset.
Therefore, use the "attach" function of the debugger to debug without resetting.

* Basic MCUBoot application example =

Built Jul 2 2624 18:33:18

$

help

help

"help": List all the registered commands

"exit": Exit program

"image [info]"
"image test [imgNum]"

"image erase [imgNum]"

"mem read addr [size]" :
"mem erase addr "

"reboot": Triggers software reset
"swd unlock [key/password]" :

"swd lock "
$

Figure 18. Terminal log

Please use ISP blhost with 'get-property 18' to get uuid
—— !Please DO NOT use UUID as password in REAL products! ——

: Print image information

: Mark candidate slot of given image number as ready for test
"image accept [imgNum]" : Mark active slot of given image number as accepted

: Erase candidate slot of given image number

"xmodem [imgNum]": Start receiving with XMODEM-CRC

Read memory at given address
: Erase sector containing given address

Unlock the SWD debug port
: Lock the SWD debug port

3. Restore the chip to its initial state:

» After completing all the experiments, the chip can be restored to its initial state, which allows the user to

make more attempts during the development process.

* Use the SEC tool to erase the chip (including the CMPA).
* Click the Erase button to perform the DM-AP Bulk Erase command.
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File Torget Tools Help
MCXA153 | via [USB | | Boot | Plain
+ Buildimage ¥/ Writeimage

| from | Onchip flash | | LC:[OEM Closed | | Dbg: PyocD M

' CMPA configuration

Figure 19. DM-AP Erase

Source executable image: ‘r ] Coge e B o sie— e g g smpe\frdmmaxal53_meubc v | | Browse..

Start address: Application image: XIP: yes ' Additional images

[J Use custom output file path: | bootable_images\frdmmcxa153_mcuboot. bi v | Browse..
Select Debug Probe X

Versions: Image version:

Probe: | PyOCD: MCU-LINK on-board (0E7) CMSIS-DAP V3.134 v | Refresh probes

Test connection | Result: [ nottestedyet |
DM-AP commagd
e 28
' Detected #1 probes.

oK Cancel

+ Build image

Generated files:

build inage win bat

Update files

Build script hooks:
17 ild win bat

ore build win bat

4 Revision history

Table 3 summarizes the revisions to this document.

Table 3. Revision history
Document ID

Release date

Description

AN14525 v.1.0

10 January 2025

Initial public release
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